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PREFACE 

 

 

The world has been transformed since the 1980s, when the Council of Europe’s Conven- 
tion 108 became the first binding international instrument to seek to protect against abuses 
in the processing of personal data. Since that time, the quantity, variety and speed of data 
processing have grown dramatically, creating new industries as well as new regulatory 
concerns and frameworks. Enabled by ever more powerful computing and communica- 
tions technology, the collection, storage, sharing, analysis, and other processing of data 
now pervades the operations of all sectors of the economy. 

 

In-house counsel and general law practitioners, as well as information law specialists, need 
to have a good working understanding of data protection law and convenient access to the 
key pieces of legislation in this increasingly complex and important area of law. 

 

On 25 May 2018, the General Data Protection Regulation (the GDPR) became binding 
law, introducing the biggest overhaul of data protection law across the EU in two decades. 
As this Handbook reflects, the GDPR regime is just one aspect of a complex regulatory 
landscape that includes privacy laws governing matters such as marketing and the use of 
cookies, laws relating to cybersecurity and computer misuse, human rights, and access to 
information held by public authorities. 

 

Important aspects of the UK’s implementation of the GDPR, including permitted national 
derogations, are contained in the Data Protection Act 2018 (DPA 2018). As well as being 
a vital part of the legislative jigsaw when advising on the GDPR regime as it applies in 
the UK, the DPA 2018 established: 
• an ‘applied GDPR’ regime, applying many of the GDPR derived principles (with 

modifications) to personal data processing that is not covered by the GDPR 
• a regime governing the processing of personal data in connection with law 

enforcement, including implementing the Data Protection Law Enforcement 
Directive 

• a bespoke regime for the processing of personal data controlled by intelligence 
services 

• the roles and powers of the Information  Commissioner and various criminal 
offences. 

 

This Handbook also includes key legislation concerning related laws that practitioners will 
often find it useful to refer to when considering data protection matters, including: 
• ePrivacy 
• Freedom of information 
• Cybersecurity 
• Human rights. 

 

On occasion, some specialist practitioners may also wish to refer to the law governing 
investigatory powers and interception and retention of communications. This edition does 
not focus on that further regime. 

 

At the time of writing, the most significant  issue  for  UK  practitioners  is  that  the 
UK’s future relationship with  the  EU  following  its  planned  exit  from  the  bloc  on 
31 October 2019 is yet to be settled. Given that three-quarters of the UK’s cross-border 
data flows are with EU countries, what is (or is not) agreed in respect of the rules that will 
govern how freely personal data can be transferred from the EU to the UK (or vice versa) 
after the UK’s exit from the EU will determine a large part of the future data protection 
landscape for UK organisations. 

 

The UK government and EU had hoped to agree a binding Withdrawal Agreement and a 
‘transition period’ during which EU law would generally continue to apply to the UK for 
a certain period after the UK had exited the EU. However, following several rejections of 
the proposed Withdrawal Agreement by the UK Parliament, the UK’s exit from the EU 
was postponed and the Prime Minister is seeking to obtain changes to the Withdrawal 
Agreement. 



 

 

 
  

 

Preface vi 
 

 

If a Withdrawal Agreement is not agreed and the UK leaves the EU and EEA without a 
deal, there will not be a ‘transition period’. Instead, on exit day the GDPR will be 
incorporated into the UK’s domestic law as the ‘UK GDPR’ as amended by various 
legislation, and with related amendments to the DPA 2018. By creating the UK GDPR 
regime, the UK will generally preserve the core GDPR standards in UK domestic law such 
as the data protection principles, rights of data subjects and obligations for controllers and 
processors but the UK GDPR will be separate from the EU’s regime and the EU’s one- 
stop-shop regulatory mechanisms. 

 

Changes to UK law in a no-deal situation would take place as a result of the European 
Union (Withdrawal) Act 2018 and other legislation prescribing the laws which are 
expected to be amended, retained or otherwise apply in the event of a no-deal (Brexit 
legislation). 

This second edition of the Handbook therefore also includes: 
• versions of the legislation set out in this book that would apply in the event of a 

no deal Brexit (see Part 6) 
• extracts from key parts of the draft Withdrawal Agreement (see Part 7) 

Part 6 reflects the status of Brexit legislation at the date of this book. While the framework 
for a no-deal Brexit is largely complete some changes are expected. In particular, the UK 
government plans to introduce a requirement in the Network and Information Systems 
Regulations 2018 for specified non-UK established relevant digital service providers 
operating in the UK to designate a representative in the UK. 

 

Regardless of how Brexit precedes, there is no prospect of a clean break with the EU data 
protection regime. The UK is not expected to deviate from EU derived data protection and 
privacy laws in the short term. In any event, the extra-territorial reach of the GDPR means 
that the GDPR regime, as it applies in the EU, will continue to affect UK organisations that 
handle EU personal data. 

 

Amendments are indicated using the house style of the LexisNexis® Handbooks series as 
follows: In force repeals/revocations are indicated by an ellipsis. Insertions and in force 
substitutions are in square brackets. Prospective repeals/revocations or substitutions are in 
italics with, in the case of substitutions, the text to be substituted set out in the notes (note 
that this also applies to prospective substitutions that have been brought into force for 
some, but not all, purposes). Text that has been repealed or revoked with savings in 
relation to its continued application is also in italics (with details of the relevant savings 
or transitional provisions set out in the notes). A summary follows— 

— insertion (in force and prospective): [text in square brackets] 

— in force substitution: [text in square brackets] 

— prospective substitution: text in italics (with new text set out in notes) 

— in force repeal or revocation:   . . .   (an ellipsis) 

— prospective repeal or revocation: text in italics 

— repealed/revoked with savings or transitional provisions: text in italics (with details 
of savings, etc, set out in notes) 

 

This Handbook is up-to-date to 1 September 2019. Commencement information is given 
at provision level for Acts and SIs in cases where the provision came into force on or after 
1 September 2014, or where it is not yet in force for all or some purposes. 

Adam Gillert, Solicitor 
Lexis®PSL Information Law team 

Anthony Taylor CIPP/E, Solicitor 
Global Data Protection Manager 
LexisNexis Legal & Professional 

September 2019 
 

  


